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“May I access your location to enhance services?”

“Umm…I guess so.



Data

Desired actions

Personalization

Models of 

user & domain

Predictions

Needs  Consider information value & sensitivity

AI for Minimally-Invasive Sensing



Data

Desired actions

Personalization

Models of 

user & domain

Predictions

Needs  Consider information value & sensitivity

AI for Minimally-Invasive Sensing

- Design
- Real-time



I. Personalization—Privacy Tradeoffs

Sharing personal data (demographics, interests, activity)

Benefit of 
knowing
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with Andreas Krause Access paper

http://bit.ly/18XniQd


Sharing more information might decrease net benefit

Benefit of 
knowing

Sensitivity
of sharing– Net benefit

to user=

with Andreas Krause

I. Personalization—Privacy Tradeoffs
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Entropy H = 2.6 H = 1.7

Uncertainty 
reduction:

0.9

Web search: ~15,000 users, ~250,000 queries 

User data can reduce uncertainty about info needs

Personalization—Privacy Study





Understanding Sensitivities



FRQ NEWS SCI ART GMS BUS HEA SOC GDR QRY CLK TCY OCC MTL CHD WHR
1

2

3

4

5

S
e
n
s
it
iv

it
y

Significant differences
between topics

Working hour query
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Different cities?

Understanding Sensitivities



Sensitivity about Location Resolution
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Sensitivity vs utility of enhanced service
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D*: demographics
A*: Search activity
T*: Topic interests

User data and personalization

Web search study: ~15,000 users, ~250,000 queries 



Cost of increasing identifiability
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Web search study: ~15,000 users, ~250,000 queries 
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Optimized tradeoff!
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Greedy forward selection for utility
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Value: 

Diminishing returns
Cost: 

Accelerating
Optimization

Optimal tradeoff!

More observations More observations More observations

Decisions and Tradeoffs



• Repeated visit

• Query workday/weekend

• Query working hour

• Country

• Top-level domain

• Avg. queries per day

Optimization



II. Community Sensing
Anonymized data from volunteers

Case library

~1,000,000 km

~100,000 trips
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Phenomenon
Model

Demand 
Model

Preference
Model

Population needs

Avail. of observations

Uncertainties, value of sensing

Distribution of demand

Preferences on sharing

Community Sensing

Spatiotemporal process

Utilitarian: Contribute for good of larger population

Access paper

http://bit.ly/1AyYHKy


Community Sensing
Utilitarian: Contribute for good of larger population



System request: “Please accept small privacy risk.”

Privacy risk: probability that some data is accessed  

System responsibility: “We’ll work within that promise.”

III. Stochastic Privacy
Provide bounds on small “privacy risk”

with A. Singla, E. Kamar, R. White Access paper

http://bit.ly/1BWiGX8


Large design space

- e.g., User’s trade higher privacy risk for incentives

1:60,000

Guaranteed bound on likelihood that data is accessed

- User’s agree to small privacy risk r (e.g, p < 0.000001)

- Small probabilities may be tolerable to users  

Stochastic Privacy

Access paper

http://bit.ly/1BWiGX8


We can identify most valuable sources of data

We can sample to guarantee bound on risk

Approach

28

Random sampling       Ideal selection



We can identify most valuable sources of data

We can sample to guarantee bound on risk

Approach

29

Random sampling       Ideal selection



Random sampling, greedy selection in batches

Iterate:

ample a small batch of users randomly

Greedily selects 

Removes the entire set             for further consideration

Random Greedy: Random SampleSelect Best

1. Random sample to manage privacy risk

2. Select most informative source

3. Remove others from further analysis

4. Repeat.



Random sampling, greedy selection in batches

Iterate:

ample a small batch of users randomly

Greedily selects 

Removes the entire set             for further consideration

Random Greedy: Random SampleSelect Best

1. Random sample to manage privacy risk

2. Select most informative source

3. Remove others from further analysis

4. Repeat.



Greedy selection followed by obfuscation in batches

Iteratively builds the solution as follows:

Greedily selects 

Obfuscates       with “similar” users to create set 

Randomly samples 

Removes the entire set              for further consideration

1. Select most informative source

2. Identify set of similar users

3. Sample single user randomly from set.

4. Repeat.

SPGreedy: Select BestExpandRandom Sample
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Web search logs: Oct’2013, 10 US states

 7 million users

Access attributes of users prior to sampling

Topic area: Business

Use location data

Last 20 result clicks (to infer expertise profile)

Study: Location-Based Personalization



Both RANDGREEDY and SPGREEDY are competitive w.r.t. GREEDY

Naïve baseline RANDOM perform poorly

Results: Varying Budget



Performance of both RANDGREEDY and SPGREEDY degrades smoothly 
with decreasing privacy risk (i.e. tighter sampling constraint)

Results: Varying Privacy Risk



Opportunity to assess and understand conceptions about 
privacy—and preferences about privacy mechanisms.

e.g., 

Understanding privacy risk

Comfort with increasing privacy risk

Studies of Preferences
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Harness AI for Privacy

Toward minimally-invasive sensing

AI methods for balancing sensitivity & value

Tradeoffs & optimization: QoS, revenues

Understand & assess user preferences




